PRIVACY NOTE

The purpose of this Privacy Note is to provide the natural person (data
subject) with information about the purpose of the processing of
personal data, the scope, protection, duration of processing, the rights
and protection of the data subject by processing personal data of the
data subject within Peero App under Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive
95/46/EC (the General Data Protection Regulation) (hereafter —
Regulation).

Peero is the next generation tool for involvement, motivation, feedback
and gamification for company employees, staff and students of
educational institution, or any other group of persons (hereafter, Peero
App). Peero App is owned by SIA DPA, reg.No. 40003351675, address:
Kr. Valdemara Street 21-19, Riga, LV-1010, Latvia, telephone: + 371
67509900, e-mail: squalio@squalio.com.

1. Information About the Controller and the Processors
The Controller responsible for the processing of this personal data is
the legal entity or educational institution which is the administrator of
your Peero community (hereafter, the Controller).

The Processor is SIA DPA, reg.No. 40003351675, address: Kr.

Valdemara Street 21-19, Riga, LV-1010, Latvia, telephone: +371
67509900, e-mail: dpo@squalio.com (hereafter, the Processor).
The Sub-processors are Squalio Group companies located in the

European Union and, where applicable for processing of data
hereunder and in accordance with terms and conditions of the Peero
App, in your country of location. List and details of the Squalio Group
companies you can find on website www.squalio.com. As the data of
companies on the said website can change from time to time, we invite
you yourself to follow those online.

If you have any questions regarding processing of your personal data,
please contact the Controller or the Processor by using the contact
details provided in this Privacy Note.

Employees of the Controller and the Processor who have access to
personal data are required to process such data in accordance with
provisions of the Peero App Privacy Note. Employees of the Controller
in processing of the data are required to comply with the Privacy Policy
of the Controller as well.

Only duly appointed and appropriately authorised employees of the
Controller and the Processor can access data through their own user ID
and personal password in the respective systems. Personal data
included in Peero App shall be made available to other data processors
solely in beforehand informing about that the Controller.

PRIVATUMA PAZINOJUMS

ST privatuma pazinojuma mérkis ir sniegt fiziskajai personai (datu
subjektam) informaciju par personas datu apstrades noltku, apjomu,
aizsardzibu, apstrades terminu, datu subjekta tiestbam un aizsardzibu,
ko veic apstradajot datu subjekta personas datus Peero lietotnes
ietvaros saskana ar Eiropas Parlamenta un Padomes Regulu (ES)
2016/679 (2016.gada 27. aprilis) par fizisku personu aizsardzibu
attieciba uz personas datu apstradi un $adu datu brivu apriti, un ar ko
atce| Direktivu 95/46/EK (Vispariga datu aizsardzibas regula) (turpmak
teksta — Regula).

Peero ir jaunakas paaudzes uznémuma darbinieku, izglitibas iestades
personala un tas audzéknu, vai jebkuras citas personu grupas iesaistes,
motivacijas, atgriezeniskas saiknes un spé|osanas riks (turpmak teksta —
Peero lietotne), kurs pieder SIA DPA, reg. Nr. 40003351675, adrese: Kr.
Valdemara iela 21-19, Riga, LV - 1010, Latvija, talrunis: +371 67509900,
e-pasts: squalio@squalio.com.

1. Informacija par parzini un apstradatajiem

Datu parzinis, kas atbildigs par So personas datu apstradi ir juridiska
persona vai macibu iestade, kas ir Jisu Peero kopienas administratora
funkciju veicgjs (turpmak teksta - Parzinis).

Personas datu apstradatajs ir SIA DPA, reg.Nr. 40003351675, adrese:
Kr. Valdemara iela 21-19, Riga, LV - 1010, Latvija, talrunis: +371
67509900, e-pasts: dpo@squalio.com (turpmak teksta - Apstradatajs).
Apaksapstradataji ir Squalio grupas uznémumi, kas atrodas Eiropas
Savieniba un, ja piemérojams datu apstradei saskana ar So Privatuma
pazinojumu un Peero lietotnes noteikumiem, Jisu atrasanas vietas
valsti. So Squalio grupas uznémumu saraksts un kontaktinformacija ir
atrodama vietné www.squalio.com. Ta ka uznémumu dati minétaja
vietné laiku pa laikam var mainities, més aicinam Jas sekot Siem datiem
tieSsaisté.

Ja personai rodas jautajumi par personas datu apstradi, ligums
sazinaties ar Parzini vai Apstradataju, izmantojot kontaktinformaciju,
kas noradita $aja Privatuma pazinojuma.

Parzina un Apstradataja darbiniekiem, kuriem ir pieeja personas
datiem, ir pienakums apstradat Sos datus saskana ar Peero lietotnes
Privatuma pazinojumu. Parzina darbiniekiem ir pienakums datu
apstradé ievérot arf Parzina privatuma politikas noteikumus.

Tikai attiecigi iecelti un pienacigi pilnvaroti Parzina un Apstradataja
darbinieki var piek|at datiem, izmantojot savu lietotaja ID un personigo
paroli attiecigajas sistémas. Peero lietotné esoso personas datu
pieejamiba citiem datu apstradatajiem tiek pieskirta tikai ieprieks
informéjot par to Parzini.

YBEAOMJIEHUE O KOHOUAEHUNANIBHOCTU

Llenbto AaHHOrO YBeAOMNEHUA O KOHGUAEHLMANBHOCTU ABNAETCA
npegocTasneHne ¢prusnyeckomy Ly (cybbekTy faHHbIX) UHGOpMaLMK
0 uenu, ob6bvéme, 3awmTe 06paboTKN NEePCOHANbHbIX AaHHbIX, CPOKE
06paboTku, NpaBax cybbekTa AaHHbIX U 3aLLMTe, OCYLLEeCTBAAEMON Npu
06paboTke NepcoHasbHbIX AAaHHbIX CYBbEKTa B PAMKax NPUNOKEHNUA
Peero B cootBeTcTBUM € PernameHTom EBponeiickoro MapnameHTa u
Cosera (EC) 2016/679 ot 27 anpens 2016 roaa o 3awute GrU3MYeCcKmxX
JINLL, B OTHOLEHMM 06pabOTKM NEePCOHANbHBIX AAHHbIX M CBOGOAHOTO
060poTa TakMxX AaHHbIX, M 06 oTmeHe [upeKkTnebl 95/46/EK (O6wmit
PernameHT no 3awuTe faHHbIX) (Aanee B TEKCTe - PernameHT).

Peero — 370 cpeAcTBO HOBEMLIErO MOKONIEHWUA NO BOBEYEHWUIO,
MOTWBALMK, 0BPATHOM CBA3M U UrPOdUKALMM ANA COTPYAHUKOB
npeanpuaTMA, nepcoHana 0b6pasoBaTeNbHOIO YUPEKAEHUA U ero
yJawmxcs, uam noboii A4pyrovi rpynnbl AL, (Aanee B TeKcTe —
npunoxeHue Peero), koTopoe npuHagnexut SIA DPA (OO0 «DPA»),
per. N2 40003351675, agpec: yn. K. Bangemapa 21-19, Pura, LV - 1010,
Nateua, TenedpoH: +37167509900, 3neKTPOHHAA NoyTa;:
squalio@squalio.com.

1. WUHdopmauums o KoHTponépe n 06paboTumKax

KoHTponépom AaHHbIX, OTBEYaAIOWMM 32 06paboTKy 3TUX
NepCcoHanbHbIX AaHHbIX, ABNAETCA OPUANYECKOE L0 AU yyebHoe
3aBejieHuve, KOTopoe ocyLecTBAAeT PYHKUMM agMUHUCTPaTopa Bawero
cooblectsa Peero (fanee B TekcTe - KOHTponép).

0O6paboTunkom (npoLeccopom) NepcoHanbHbIX AaHHbIX ABAseTCA SIA
DPA, per. N2 40003351675, agpec: yn. K. Bangemapa 21-19, Pura, LV -
1010, Natsus, TenedoH: +37167509900, 3neKTpOHHan nouTa:
dpo@squalio.com (aanee 8 TekcTe - O6paboOTUMK).
Cy606paboTumkamm ABAAIOTCA KOMNaHWM rpynnbl Squalio,
pacnonioxeHHble B EBponeiickom Coto3e 1, ec/iM 3TO NPUMEHUMO ANA
06paboTKM AaHHbIX B COOTBETCTBUM C YCNOBUAMM YCTAHOBAEHHbIMMU
HacToALMM YBeJOMNEHNEM O KOHPUAECHLMANBHOCTU U YCNOBUAMMU
npunoxexus Peero, B Balei cTpaHe HaxoxaeHWA. CNUCoK 1
KOHTaKTHblE AaHHble KOMMaHWM rpynnbl Squalio Bbl MOXKeTe HalTU Ha
caitte www.squalio.com. Tak Kak AaHHble KOMNaHWi Ha yKasaHHOM
Beb-caiiTe MOryT Bpems OT BPEMEHWU MEHATLCA, Mbl NPUFAALLAEeM Bac
JINYHO CNefUTb 33 HUMM Ha caiiTe.

Mpu BO3SHUKHOBEHWUM Y KA Nt06bIX BONPOCOB No NosoAy 06paboTku
NepcoHanbHbIX AaHHbIX, NPOCMM CBA3aTbCA ¢ KOHTpPoNEpom namn
06paboTynKOM, NO/L3YACH YKA3aHHOW B AAHHOM YBeAOMAEHWUMN O
KOHOUAEHUMANbHOCTY KOHTAKTHOW MHbOpMaLmeit.

CoTpyaHvku KoHTponépa n O6paboTtumka, MmetoLwme foCTyn K
NepcoHanbHbIM AaHHbIM, 06A3aHbl 06pabaTbiBaTh 3TW AaHHbIE B
COOTBETCTBUU C YCNOBUAMMU YBEAOMAEHUA O KOHPUAEHLMANBHOCTH
npunoxerus Peero. CoTpyaHWKM KoHTponépa npu 06paboTke AaHHbIX
Tak:Ke 06sA3aHbl cobt0AaTh NONOKeHUA MONUTUKM
KoHduAaeHUmManbHocT KoHTponépa.



2. Purpose and Intention of the Processing of Personal Data
The processing of personal data is based on the legitimate interests of
the Controller. The Controller shall assess the possible impact of the
Peero App on the rights and freedoms of the person and shall ensure
that the legitimate interests of the Controller in the processing of
personal data do not adversely affect the rights and freedoms of the
person.

When exercising its legitimate interests, the Controller intends to
process personal data in order to:

. Promote motivation of the Peero community participants
when using Peero App (hereinafter, the User);

. Increase involvement of the Users in Peero community
processes;

. Ensure interaction of the colleagues;

. Enhance the culture of providing feedback;

. Create a positive work and corporate culture;

. Create a sense of belonging to the organization;

. Highlight fundamental values of the organization;

. Introduce gamification elements in the environment of the
Peero community;

. Perform analytics for improvement of processes and

common statistical purposes in respect to the particular
Peero community.

The personal data collected shall be processed in accordance with
principles established by the Regulation.

3. What Data is Processed?

Categories of data subjects whose personal data are processed:

e Employees of the Controller and other users of the particular
Peero community (all together, the Users).

Personal data may be collected from these Users of the Controller.

Categories of personal data processed by the Controller (set of core

data required for the operation of the Peero App):

. Identification data - name, surname, name of the
department, position held, country of location/ country of
corporate adherence,

. Contact details and login details — e-mail.

2. Personas datu apstrades mérkis un nolaki

Personas datu apstrade ir balstita uz Parzina legitimajam interesém.
Parzinis izvérté iespéjamo Peero lietotnes ietekmi uz personas tiesibam
un brivibam, un nodrosina, lai Parzina legitimas intereses, apstradajot
personas datus, negativi neietekmétu personas tiesibas un brivibas.
Parzinis realiz€jot savas legitimas intereses paredz veikt personas datu
apstradi, lai:

. Veicinatu Peero kopienas dalibnieku, kas izmanto Peero
lietotni, (turpmak teksta — Lietotajs) motivaciju;

. Lietotaji aktivak iesaistitos Peero kopienas procesos;

. Tstenotu kolegialo sadarbibu;

. Vairotu atgriezeniskas saiknes sniegSanas kultdru;

. Veidotu pozitivu darba un korporativo kultaru;

. Raditu Lietotaju piederibas sajitu organizacijai;

. Izceltu organizacijas fundamentalas vértibas;

. leviestu spéloSanas elementus Peero kopienas vidg;

. Veiktu analitiku attiecigas Peero kopienas procesu

uzlabosanas un kopégjas statistikas noltkos.

Apkopotie personas dati tiek apstradati saskana ar Regula noteiktajiem
principiem.

3. Kadi dati tiek apstradati?
Datu subjektu kategorijas, kuru personas datu apstrade tiek veikta:
. Parzina darbinieki un citi attiecigas Peero kopienas

Lietotaji (kopa — Lietotaji).
Personas dati var tikt ieglti no Siem Parzina Lietotajiem.

Personas datu kategorijas, kuru apstradi veic Parzinis (Peero lietotnes
darbibai nepiecieSsamais pamatdatu kopums):

. Identifikacijas dati - vards, uzvards, departamenta
nosaukums, ienemamais amats, atra$anas vietas/ korporativas
piederibas valsts,

. Kontaktinformacija un pieslégsanas dati — e-pasts.

OcyLLecTBAATb AOCTYN K JAaHHBIM MOTYT TO/IbKO COOTBETCTBEHHO
HasHayeHHble U HAA/1eXaLLMM 06Pa3oM YNONHOMOYEHHbBIE COTPYAHUKM
KoHTponépa n 06paboTurKa, NoNb3yach CBOUM COBCTBEHHbIM
MAEHTUGUKATOPOM NO/Ib30BATENA U INYHBIM NAPOSEM B
COOTBETCTBYIOLMX cMcTeMax. JOCTyn K HAXOAALMMCA B MPUIOKEHNN
Peero nepcoHanbHbIM AaHHBIM NpUCBanBaeTCcA ApYrum o6paboTumkam
AaHHbIX TONbKO NpeaBapuTenbHO yBegomus 06 aTom KoHTponépa.

2. Lienu u HamepeHusa 06paboTKM NepcoHanbHbIX AAHHbIX
06paboTka NePCcOHaNbHbIX AAaHHbIX OCHOBbIBAETCA HA NETMTUMHbIX
nHTepecax KoHTponépa. KoHTponép oueHMBaEeT BO3MOXKHOE BAUAHUE
npunoxeHus Peero Ha npasa u cBob6oapl MLa, M obecneunsaeTt, 4Tobbl
NeruTUMHble UHTepecbl KoHTponépa, npu o6paboTke NepcoHasbHbIX
AQHHbIX, HE OCTaBAAAN OTPULIATENbHOTO BAUAHWA HA NpaBa 1 cB060AbI
vua.

OcyLecTBNAf CBOU IETUTUMHbIEe MHTepecsl, KoHTponép
npegycmaTtpuaeT npoBoAUTb 06paboTKy NepcoHabHbIX JaHHbIX ANA
TOro, 4To6bI:

o [oOLWPATL MOTUBALMIO YHACTHUKOB coobLecTBa Peero, KoTopble
nonb3ytoTca npunoxkeHnem Peero, (aane B Tekcte — MNonb3osatensb);
e [oBbicUTb BoB/IEYEHMe Monb3oBaTeneit B Nnpouecchl cooblectsa
Peero;

e ObecneunTs KosnermanbHoe CoTPYAHNYECTBO;

e CoBepLUEHCTBOBATb KyNbTypy NpefocTaBieHNA 06paTHOW CBA3K;

e Co3paBaTb NO3UTUBHYIO Pabouyto M KOPNOPATUBHYIO KYbTYpPY;

e Co34aBaTb YyBCTBO NPUHAA/NEKHOCTU K OpraHu3aumm;

e Bblgenutb GyHAaMeHTaNbHble (OCHOBOMONAratoLwme) LeHHOCTH
opraHusauuu;

® BHeapuTb aNemeHTbI UrpoduKaLmm B cpeay coobliectsa Peero;

o [pPOBOANTL AaHAUTUKY B LIENAX YAYHLIEHUA NPOLLECCOB U 06LLel
CTaTUCTUKM B OTHOLLEHUM COOTBETCTBYIOLLEro coobuiecTsa Peero.

06061 eHHblE NePCOHasbHbIE AaHHble 06pabaTbiBatoTCa B
COOTBETCTBUM C YCTAHOB/IEHHbIMU PErNameHToM NpuHLMnamu.

3. Kakue aaHHble o6pabaTtbiBatoTca?

KaTteropuu cy6bekToB AaHHbIX, 06paboTka NepcoHanbHbIX AaHHbIX
KOTOPbIX NPOBOAUTCA:

. CoTpyaHuku KoHTponépa u apyrue MNonbsosatenu
cooTBeTCTByoLEero coobectsa Peero (Aanee B TeKcTe BMecTe —
Monb3oBatenu).

MepcoHanbHble AaHHble MOTYT BbITb NOAYYeHbl OT 3TUX Nonb3oBaTenei
KoHTponépa.

KaTeropuu nepcoHanbHbIxX AaHHbIX, 06pabaTbiBaembix KoHTpoNEpom
(Habop OCHOBHbIX AaHHbIX, HEOBXOAUMbIX 418 PabOTbl NPUNOKEHUA
Peero):

. MaeHTUdMKALMOHHBIE AaHHbIe — UMA, GaMuauna, Ha3BaHWe
AenapTameHTa, 3aHMMaemast fOMKHOCTb, CTPAHA MECTOHAXOXAeHMs/
CTpaHa KopnopaTUBHOW NPUHALNENKHOCTH,



Within the Peero App it is prohibited to include and process:

. Special Categories of Personal Data as provided for by the
Regulation — the personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union
membership, data concerning health or data concerning a natural
person's sex life,

. Information containing third party data and information of
confidential nature as well as trade secrets of third parties.

4. Transfer of Personal Data

The primary responsibility of the Controller shall be to establish for
what purposes and to what extent the User data may be transferred to
processors.

Likewise, the data may be transferred to third parties in so far as it is
necessary for the technical operation and support of the Peero App,
and for fulfilment of the contractual obligations pertaining to this
application. The third parties shall undertake not to disclose or use the
data for any other purpose and to comply with the data privacy rules
established by this Privacy Note and other instructions of the
Controller.

The Controller may transfer the personal data to the following
categories of personal data recipients:

. Data processors, in so far as necessary to ensure technical
operation of the Peero App, for fulfilment of contractual obligations

and to run data analytics for the purposes specified in this Privacy Note.

The Processor shall receive from the Controller and process only the
amount of personal data that is necessary for the performance of the
specific task.

. Sub-processors specified by the Processor whose
involvement is required to ensure functionality and maintenance of the
Peero App.

5. Data Retention Period

The Controller shall keep personal data for as long as necessary to:

. Ensure use of the Peero App;

. Administer personal preferences and rights that are
exercised in accordance with this Privacy Note;

. Perform analytics for the purpose of improvement of

processes of the particular Peero community of the
Controller and for common statistical purposes.
The Processor shall keep the personal data in the Microsoft Azure
system for as long as it is necessary to:

Peero lietotné ir aizliegts ietvert un apstradat:

. Regula noteiktas Tpasas personu datu kategorijas - personu datu
kategorijas, kuras atklaj rases vai etnisko izcelsmi, politiskos
uzskatus, religiju vai filozofiskos uzskatus, dalibu profesionala
apvieniba, ka ari datus par fiziskas personas veselibu vai intimo
dzivi,

. Informaciju, kas satur treSo personu konfidenciala rakstura datus
un informaciju, ka ari treSo personu komercnoslépumu saturosu
informaciju.

4. Personas datu nodosana

Parzina primara atbildiba ir noteikt, kadiem nolGkiem un kada apméra
Lietotaju dati var tikt nodoti apstradatajiem.

Tapat dati var tikt nodoti treSajam personam tiktal, cik tas
nepiecieSams Peero lietotnes tehniskas darbibas nodrosinasanai un
ligumsaistibu, kas attiecas uz 3o lietotni, izpildei. Tresas puses apnemas
neizpaust un neizmantot datus citiem mérkiem, ka ari ievérot $aja
Privatuma pazinojuma ieklautos datu privatuma noteikumus un citus
Parzina noradijums.

Personas datus Parzinis var nodot $adam personas datu sanémeéju
kategorijam:

. Personas datu apstradatajiem, tiktal, cik tas nepiecieSams
Peero lietotnes tehniskas darbibas nodrosinasanai, ligumsaistibu
izpildei un datu analitikas veik$anai $aja Privatuma pazinojuma
noraditajos noltkos.

Apstradatajs sanem no Parzina un apstrada tikai tadu personas datu
apjomu, kads ir nepiecieSsams konkréta uzdevuma izpildei.
. Apstradataja noraditiem apaksapstradatajiem, kuru
iesaiste ir nepieciesama, lai nodrosindtu Peero lietotnes funkcionalitati
un apkalposanu.

5. Datu glabasanas ilgums

Parzinis glaba personas datus, tik ilgi, cik tas ir nepieciesams, lai:

. Nodrosinatu Peero lietotnes izmantosanu;

. Administrétu personas izvéles un tiesibas, kuras tiek
Istenotas saskana ar So Privatuma pazinojumu;

. Veiktu analitiku attiecigas Parzina Peero kopienas procesu

uzlabosanas un kopéjas statistikas noltkos.
Apstradatajs glaba personas datus Microsoft Azure sistéma tik ilgi, cik
tas nepiecieSams, lai:

. KoHTaKTHas MHPOPMaLMA 1 AaHHble aBTOpU3aLMUMN —
3/1IEKTPOHHAA nouyTa.
B npunoxeHuu Peero 3anpeuaertca BKAOYaTb U 06pabaTtbiBaThb:

. CneuuanbHbie KaTeropum NepcoHanbHbIX AaHHbIX, KaK 3To
npeAycmoTpeHo PernameHTOM - nepcoHasbHble AaHHble,
pacKpbiBatoLLMe PAacCOBOE UMW STHUYECKOE MPOUCXOKAEHHME,
NONUTUYECKME B3rNAAbI, PENUTNO3HbIE UaKn dunocodpckme
y6exaeHus, 4NeHCcTBO B NpodCoto3ax, a TakkKe AaHHble,
KacatoLmecs 340p0BbA UM AAHHbIX. OTHOCUTENIbHO NO/I0BOM
KU3HM PU3MYECcKOro Nnua,

. MHPOPMaALWMIO COAEpPIKaLLYIO AaHHbIE U MHPOPMALUIO TPETBUX
1L, KOHOUAEHUMANBHOTO XapaKTepa, a TaK:Ke KOMMePUECKYIo
TaiiHy TPETbUX NUL.

4. MNepepaya nepcoHanbHbIX AAHHBIX

MepBocTeneHHoW 06A3aHHOCTbIO KOHTPONEpa ABNAETCA YCTaHOBUTL, B
KaKuX Lenax U B Kakom 06bEéme gaHHble Monb3osaTena MoryT 6biTb
nepepaHbl o6paboTumkam.

[laHHble Takxe MoryT 6bITb NepesaHbl TPETbUM IULLAM HACTONBKO,
HACKO/IbKO 3TO HEOBX0ANUMO AN1A 0becneyeHns TeXHUYEeCKoi paboTbl
npuNoXKeHus Peero 1 BbINONHEHWA [OrOBOPHbIX 06A3aTENbCTB,
OTHOCALLMXCA K STOMY NpUAOXKeHUto. TpeTbn nua 06a3yoTca He
pasrnawatb U He UCNO/Ib30BaTb AAHHbIE B APYIMX LIENAX, A TAKKe
cobnoaaTh yCNOBUA KOHPUAEHLMANBHOCTU (COXPAHHOCTU) AaHHbIX
YKa3aHHble B 3TOM YBeAOMIEHUN O KOHPUAEHLMANLHOCTU U Npoyne
yKasaHua KoHTponépa.

KoHTponép moxeT nepesaBaTb NepcoHasnbHble faHHble CAefyloWwmm
KaTeropuam nosydatesnein NnepcoHanbHbIX 4aHHbIX:

. 06paboTumMKam NepcoHanbHbIX AAaHHbIX, HACTO/bKO,
HaCKO/IbKO 3TO HeobxoAMMO Ana obecneyeHnA TeXHUYeCKoi paboTbl
npuNoxKeHus Peero, BbINONHEHUA AOTOBOPHbIX 06A3aTENLCTB U
OCYLLECTB/IEHMA aHANMTUKMN AAHHbIX B YKa3aHHbIX B 3TOM YBEAOMEHUM
0 KOHOUAEHUWANBHOCTY LeNAX.

06paboTumnk nonyyaet ot KoHTponépa 1 06pabaTbiBaeT TONLKO TaKoW
06bEM NepCcoHaNbHbIX AAHHbIX, KOTOPbI HEOBXOAUM ANA BbINOAHEHUA
KOHKPETHOrO Nopy4YeHus.

. Cy606paboTumkm yKasaHHble O6paboTunKom, yyactme
KOTOpPbIX HE06X0AMMO AN obecneyeHnn GyHKLMOHANbHOCTU U
o6cnyK1BaHusA npunoxeHuns Peero.

5. CpOK XpaHeHUA AaHHbIX

KOHTpONép XpaHWUT NepcoHanbHble JaHHbIE Tak A0T0, KaK 3TO
HeobxoAMMo AN Toro, YTobbI:

. O6ecneynTb NONL30BaHME NPUNOKEHUEM Peero;

. ALMWHWCTPMPOBATL NPEANOYTEHUA U NPaBa nLa,
KOTOPbIE OCYLLECTBAAIOTCA B COOTBETCTBUM C 3TUM YBELOMIEHWUEM O
KOHOUAEHLMANBHOCTY;

. MpoBOAUTb AaHANUTUKY B LIENAX YYULIEHUsA NPOLLECCcoB
cooTBeTcTByOLWEro coobuiectsa Peero KoHTponépa u B Lensx obuiei
CTaTUCTUKMU.



. Meet requirements of ensuring technical operation of the
Peero App and for fulfilment of the contractual
obligations. Upon expiry of the contractual relations the
Processor shall delete the data immediately;

. Perform analytics in the interests of the Controller and to
fulfill the agreement concluded in respect to this task.

The Sub-processors shall have access to and process the personal data

in the Processor’s Microsoft Azure system according to the tasks

assigned on them by the Processor and for as long as it is necessary to:
. support and assist in the data processing undertaken by the
Processor hereunder. As soon as contractual relations between
the Controller and the Processor referred to herein shall expire,
any data and copies thereof if in possession of the Sub-processors
shall be immediately deleted.

Processor and Sub-processors will delete data also upon request of the
Controller.

6. Data Security

The Controller and the Processor shall ensure that personal data are
always secure and that the processing thereof is carried out in
accordance with applicable laws and best practices.

In order to ensure that personal data can be accessed only by
authorized persons and to prevent unauthorized processing of personal
data, the Controller and the Processor shall use various technological
and organisational procedures, which assist in providing adequate
protection for the processed personal data.

7. Rights of a Person

To ensure proper processing of personal data, a person has number of
rights that can be exercised with regard to the processing of personal
data. To exercise your rights, please contact the Controller or the
Processor by using the contact details indicated in this Privacy Note.

Access to personal data
A person has the right to ask for information about personal data
related to him/her being processed.

Rights to rectify personal data

If a person considers that the personal data processed are incorrect,
incomplete or are inappropriate, the person shall be entitled to ask for
his/ her personal data to be restored or corrected.

Rights to object and restrict processing of personal data

. I1zpilditu prasibas Peero lietotnes tehniskas darbibas
nodrosinasanai un ligumsaistibu izpildei. Péc ligumsaistibu izbeigsanas
Apstradatajs dzes datus nekavéjoties;

. Veiktu analitiku Parzina interesés un izpilditu vienosanos,
kas noslégta ST uzdevuma veiksanai.

Apaksapstradatajiem ir piek|uve personas datiem, kas atrodas
Apstradataja Microsoft Azure sistéma, un tos apstrada atbilstosi
uzdevumiem, kurus tiem uzticéjis Apstradatajs, tik ilgi, cik
nepiecieSams, lai:

¢ nodrosinatu atbalstu un palidzibu Apstradatajam veikt ar So uznemto
datu apstrades procesu. Tiklidz izbeidzas Seit noraditas ligumiskas
attiecibas starp Parzini un Apstradataju, visi dati un to kopijas, ja tas ir
Apaksapstradataju riciba, nekavéjoties tiek dzéstas.

Apstradatajs un Apaksapstradataji datus izdzésis ari sanemot Parzina
pieprasijumu.

6. Datu drosiba

Parzinis un Apstradatajs rapéjas, lai nodrosinatu, ka personas dati
vienmér ir drosiba, ka ari, lai to apstrade tiktu veikta atbilstosi
piemérojamam tiesibu normam un labakajai praksei.

Lai nodrosinatu, ka personas datiem var piek|at tikai tam pilnvarotas
personas, ka ari noveérstu personas datu neatlautu apstradi, Parzinis un
Apstradatajs izmanto dazadas tehnologiskas un organizatoriskas
procediiras, kas palidz nodrosinat atbilstosu aizsardzibu apstradatajiem
personas datiem.

7. Personas tiesibas

Lai nodrosinatu atbilstoSu personas datu apstradi, personai ir vairakas
tiesibas, kuras iespéjams istenot attieciba uz personas datu apstradi. Lai
Istenotu savas tiesibas, lgums sazinaties ar Parzini, vai Apstradataju,
izmantojot $aja Privatuma pazinojuma noradito kontaktinformaciju.

Piekluve personas datiem
Personai ir tiesibas lagt informaciju par apstradatajiem personas
datiem, kas saistiti ar personu.

Tiesibas labot personas datus

Ja persona uzskata, ka apstradatie personas dati nav pareizi, pilnigi vai
atbilstosi, personai ir tiesibas llgt savus personas datus atjaunot vai
izlabot.

Tiesibas iebilst un ierobezot personas datu apstradi

06paboTuMK XpaHUT NepcoHabHble AaHHble B cucteme Microsoft
Azure TaK f0/T0, KaK 3TO HEO6X0AMMO A/1A TOrO, YTObbI:

. BbInonHuTL Tpe6oBaHUA No 0becneyeHnto TEXHUYECKo
paboTbl NpunoKeHWUA Peero 1 ANA BbINONHEHUA AOTOBOPHbIX
obAasatenbcTs. Mo NpekpalLeHnto A0roBOpHbIX 06A3aTeNbCTs,
06paboTunK HE3AMEAUTENBHO YAANAET AAHHbIE;

. MpoBoanTb aHaNNTUKY B MHTepecax KoHTponépa n
BbINO/IHWUTb COTNalleHKe, 3aKNI0YEHHOE 1A OCYLLEeCTBEHUA STOr0
nopyyeHua.

Cy606panoTumKmn metoT A0CTyn M 06pabaTblBaloT NEPCOHaNbHbIE
LaHHble B cucteme Microsoft Azure O6paboTumKa B COOTBETCTBUM C
337,a4aMm BO3/I0KEHHbIMU Ha HUX O6paboTynKkom, 1 A0 Tex Nop, NoKa
3TO HEO6XOAUMO ANA:

® NOAAEPKKM U NPeAoCcTaBaeHNA NOMOLLM B 06paboTKe AaHHbIX,
ocyuwecTtensemoin O6paboTYMKOM B COOTBETCTBUE C HACTOALLMMM
ycnosuamu. Kak ToNIbKO AOrOBOPHbIE OTHOLIEHUA MEXKAY
KoHTponépom n O6paboTUMKOM yKa3aHHbIe B HACTOALLEM JOKYMEHTe
3aBepLUatoTcA, Ntobble AaHHbIE U UX KONWUK, HaXOAALLMECA B
pacnopseHun Cy6obpaboTunkos, HeMeaNeHHO YAANATCA.

06paboTumnk u Cy6obpaboTUNKM yAaNaoT AaHHbIE TaK¥Ke No 3anpocy
KoHTponépa.

6. Bbe30onacHOCTb AaHHbIX

KoHTponép n O6paboTunk 3a60TATCA O TOM, YTO6bI 06ecneynTb
NoCToAHHYI0 6€30MacHOCTb NePCOHa/bHbIX AAHHbIX, @ TAKKeE
nposeseHue nx 06paboTKM B COOTBETCTBMM C NPUMEHUMbIMM
NpPaBOBbIMW HOPMAMM 1 NEPEAOBOW NPAKTUKOM.

[nsa obecneyeHuns Toro, 4To6bl 4OCTYN K NEPCOHANbHBIM AaHHbIM Bbi
TO/IbKO Y COOTBETCTBEHHOrO A4/17 3TOr0 YNO/NHOMOYEHHbIX  Nul, AnA
npesoTBPaLLeHUA HECAaHKLIMOHMPOBaHHOM 06paboTKM NepPCoOHaNbHbIX
AaHHbIX, KOHTponép 1 O6paboTUmK NPUMEHAIOT PasnyHble
TeXHWYeCKMe 1 OpraHn3aLMOHHbIe NPOLLEeAYPbI, KOTOPble NOMOraloT
o6ecneynTb COOTBETCTBYHOLLYIO 3aLMTy 06pabaTbiBaembix
NepcoHanbHbIX AaHHbIX.

7. Mpasa nnua

[ins obecneyeHns COOTBETCTBYOLLEH 06paboTKM NepCoHaNbHbIX
AQHHbIX IMLLO UMEET PAA, NPaB, KOTOPble BO3MOXHO OCYLLECTBUTb B
OTHOLWeHUN 06paboTKMU NePCOHaNbHBIX AAHHbIX. [N OcylecTBAEHUA
CBOMX MpPaB, NPOCKUM CBA3aTbCA ¢ KOHTPoNEpom nan O6paboTimkom,
NoNb3yACb YKa3aHHOM B AAHHOM YBELOMAEHUN O
KOHOUAEHUMANbHOCTY KOHTAKTHOM MHbOPMaLmeit.

JlocTyn K NepcoHanbHbIM AaHHbIM

JIvyo Bnpase noTpe608aTb MHGOPMALLMIO O KAcatOLWMXCA
COOTBETCTBYIOLWEro LA 06pabaTbiBaeMbIX NEPCOHANbHbBIX AaHHbIX.

MpaBo Ha ucnpasneHne NEPCOHANbHbLIX AaHHbIX

Ecnun nnuo cumtaer, uto obpabaTtbiBaeMble NepcoHasbHble faHHble
ABNIAKOTCA HETOYHbIMU, HEMNOJIHBIMWU U HECOOTBETCTBYHOWMMHN, TNLLO
Bnpase NoTpe6oBaTb 06HOBNEHUA AW UCNIPABEHUSA CBOUX
NepCOHabHbIX AAdHHbIX.



When processing personal data on the basis of legitimate interests of
the Controller, the person shall be entitled to object and ask to restrict
the processing of personal data if he/she considers that at least one of
the following conditions exists:

. Data of the person is inaccurate;

. The processing of data is unlawful;

. Personal data is not necessary for the Controller to be able
to exercise its legitimate interests;

. The person considers that his/her rights to data protection
are more important than the legitimate interests of the
Controller.

Upon receipt of an objection from a person, the Controller will
discontinue or limit processing of personal data, unless the Controller
can substantiate such processing with appropriate and proportionate
legitimate interests it has, or carrying out of the rights of a person is
not possible as it requires performance of disproportionately complex
technical and organisational measures.

Rights to delete your personal data
A person shall be entitled to ask for deletion of his/her data if he/she
considers that there is present at least one of the following reasons:

. Personal data is no longer necessary for the purposes for
which the data was collected and processed;

. Personal data have been processed unlawfully;

. The person objects processing of personal data and there

is no other more important and legitimate basis for that.

Upon receipt of an objection from a person, the Controller will evaluate
and delete the personal data, unless the Controller can substantiate
such processing with appropriate and proportionate legitimate
interests it has, or carrying out of the rights of a person is not possible
as it requires performance of disproportionately complex technical and
organisational measures.

Please note that if as a result of your request for any of the above
listed data processing changes your Peero User profile shall no longer
provide the set of core data required for the operation of the Peero
App, the Peero App will be disabled for you and your User profile will
be closed.

8. Whom to Address in Case of Questions and Complaints?
If a person wants to exercise his /her rights, questions have raised, or
person has complaints concerning processing of personal data, please

Apstradajot personas datus, pamatojoties uz Parzina legitimajam
interesém, personai ir tiesibas iebilst un Itgt ierobeZot personas datu

apstradi, ja ta uzskata, ka pastav vismaz viens no $adiem nosacijumiem:

. personas dati ir neprecizi;

. datu apstrade ir nelikumiga;

. personas dati nav nepieciesami, lai Parzinis istenotu savas
legitimas intereses;

. persona uzskata, ka tas tiesibas uz datu aizsardzibu ir

svarigakas par Parzina legitimajam interesém.

Sanemot personas iebildumus Parzinis partrauks, vai ierobeZos
personas datu apstradi, ja vien Parzinis nevar datu apstradi pamatot ar
atbilstosam un samérigam Parzina legitimajam interesém, vai art
personas tiesibas nav iespéjams Tstenot, ja tas prasa nesameérigi
sarezgitu tehnisko un organizatorisko pasakumu veikSanu.

Tiesibas dzést Jusu personas datus
Personai ir tiesibas ltgt dzést savus personas datus, ja ta uzskata, ka
pastav vismaz viens no sadiem iemesliem:

. personas dati vairs nav nepiecieSami saistiba ar nolakiem,
kados tie tika vakti un apstradati;

. personas dati ir apstradati nelikumigi;

. persona iebilst pret personas datu apstradi un nav

svarigaka legitima pamata datu apstradei.

Sanemot personas iebildumus, Parzinis tos izvértés un dzésis personas
datus, ja vien Parzinis nevar datu apstradi pamatot ar atbilsto$am un
sameérigam Parzina legitimajam interesém, vai ari personas tiesibas nav
iesp&jams Tstenot, ja tas prasa nesamérigi sarezgitu tehnisko un
organizatorisko pasakumu veiksanu.

Lagums nemt vér3, ka, ja JUsu iesniegta, kada no augstak minétajiem
datu apstrades izmainu pieprasijuma rezultata Jasu Peero Lietotaja
profila netiek nodrosinats Peero lietotnes darbibai nepiecie$amais Jusu
pamatdatu kopums, Peero lietotne Jums vairs nebds pieejama un Jasu
Lietotaja profils tiks slégts.

8. Kur vérsties jautajumu un stidzibu gadijuma?
Ja persona vélas izmantot savas tiesibas, ir radusies jautajumi, vai
stdzibas saistiba ar personas datu apstradi, lGgums sazinaties ar Parzini

MpaBo Ha Bo3pakeHne U orpaHnyeHne 06paboTKMU NepcoHaNbHbIX
AAHHbIX

B cnyyae 06paboTKM NepcoHanbHbIX AaHHbIX, OCHOBbIBAACL Ha
nernTumHble nHtepecbl KoHTponépa, AnLo Bnpase BO3pasnTb 1
notpeboBsaTb orpaHUYUTL 06paboTKy NEPCOHaNbHbBIX AAHHbIX, €CU
JINLLO CYMTAET, YTO NPUCYTCTBYET XOTA 6bl O4HO U3 CAEAYIOLMX
YCNOBUiA:

. MepcoHanbHble AaHHbIE ABNAIOTCA HETOUHbIMM;

. 06paboTKa faHHbIX ABNAETCA HENPABOMEPHOW;

. MepcoHanbHble AaHHble 6onblue He TpebytoTea ans
OCYLLECTB/IEHWA NETUTUMHBIX UHTEpPecoB KOHTPONEpa;

. JIMLO cYMTaET, YTO €ro NPaBo Ha 3aLLUUTY AAHHbIX

npeobnagaer Hag NEerMTUMHbIM MHTepecamn KoHTponépa.

Mpu nonyYeHnn Bo3paskeHuUs NMLa KOHTPONEP NpeKkpaTuT uim
orpaHuumUT 06paboTKY NEePCOHaNbHBIX AAHHbIX, KPOME C/Iy4aes, KOrAa
KoHTponép cnocobeH 060cHOBaTL 06paboTKy AaHHbIX
COOTBETCTBYIOLWMMU U COPA3MEPHbBIMU JIETUTUMHBIMW UHTEPECAMM
KoHTponépa, nnu npasa Mua HEBO3MOXKHO OCYLLECTBUTb, €C/IN 3TO
TpebyeT NpPoBeeHUA HECOPA3MEPHO CIOMHbIX TEXHUYECKMX 1
OPraH13aLMOHHbIX Mep.

MpaBo Ha yaaneHue Bawwmnx nepcoHanbHbIX AaHHbIX
JInyo Bnpase noTpe60oBaThb yAaNeHUA CBOMX NEPCOHA/bHBIX JaHHBIX,
€C/IM ML CYMTAET, YTO CYLLLECTBYET XOTA Bbl O4HA U3 CNeayIoLWmnX
NPUYUH:

. nepcoHasbHble faHHble 60blue He HYXHbl ANA Lenei,
B8 KOTOPbIX OHM 6bln cobpaHbl MM 06paboTaHsl;

. nepcoHasbHble AaHHble 06pabaTbiBaOTCA HENPABOMEPHO;
. JIULLO BO3PaXKaeT NpoTme 06paboTkM 1 HeT 6o/1ee BasKHOTO

(NpenmyLLeCTBEHHOTO) NETMTUMHOrO OCHOBaHUA ANA 06paboTKM
LaHHbIX.

Mpu nonyyeHnn Bo3paxkeHns Nnua KOHTPONEP ero paccMoTPUT U
YAANWUT NepcoHanbHble AaHHble, KpoMe caydaes, Koraa KoHTponép
cnocobeH 060cHOBaTb 06PabOTKY AaHHbIX COOTBETCTBYHOLMMU U
COpa3MepHbIMM NIETUTUMHBIMK MHTepecammn KoHTponépa, unu npasa
/IMLA HEBO3MOXKHO OCYLLECTBUTb, €CNW 3TO TpebyeT NnpoBeaeHNA
HecopasMepHO CNOKHbBIX TEXHUYECKUX U OPTaHWU3aLUOHHbIX Mep.

Mpocb6a meTb BBUAY, YTO €C/IN B pe3ynbTaTe Bawero 3anpoca Ha
Kakune-nnbo 13 NepeuncneHHbix Bbllle U3MeHeHNN B 06paboTke
AaHHbIX Baw npodunb Monb3osatens Peero Gonblue He byaet
cofepKaTb Habop OCHOBHbIX AAHHbIX, HEOBXOAUMbIX ANA PaboTbl
npunoxeHus Peero, npunoxeHue Peero ana Bac 6yaet oTkAOueHO U
Baw npodwunb Monb3osaTtens 3akpbiT.

8. Kyaa obpawatbea B cnyyae BONpoCoOB UAM Kano6?

Ecav nnuo »KenaeT ocyLecTBUTbL CBOM NPaBa, a TakkKe npu
BO3HWKHOBEHWW BONPOCOB WU/ }anob B cBA3M ¢ 06paboTKol
NepcoHanbHbIX AaHHbIX, NPOCUM CBA3aTbCA ¢ KOHTPONEPOM MK



contact the Controller or the Processor by using the contact details
indicated in this Privacy Note.

Controller and Processor will use the information submitted by the
person to examine the person's complaint and respond to the person
as soon as the complaint is reviewed.

The Controller and the Processor shall ensure compliance of the that
data processing and protection with the statutory requirements;
however in case of objections, if the particular question is not resolved
with the Controller or the Processor, the person shall be entitled to
contact the data processing supervisory authority - the Data State
Inspectorate (Blaumana Street 11/13, Riga, Latvia, e-mail:

info@dvi.gov.Iv).

9. Liability

Controller and Processor shall be liable for losses incurred by the data
subject as a result of processing of the personal data contrary to the
order established hereby, other terms agreed by the Controller and the
Processor, as well as in cases provided for by the Regulation and other
applicable data protection laws.

The Processor shall be liable for losses of the data subjects only in so
far as it concerns compensation liability related to data processing
hereunder.

10. Changes to the Privacy Note
If significant changes shall be introduced to this Privacy Note, you will
be notified about it.

Latest updates introduced in October 2020

vai Apstradataju, izmantojot $aja Privatuma pazinojuma noradito
kontaktinformaciju.

Parzinis un Apstradatajs izmantos informaciju, kuru persona sniegs, lai
izskatTtu personas stdzibu un nosatitu personai atbildi, tiklidz sidziba
bas izskatita.

Parzinis un Apstradatajs nodrosina datu apstrades un aizsardzibas
prasibu izpildi saskana ar normativajiem aktiem, tomér iebildumu
gadijuma, ja konkrétais jautajums ar Parzini, vai Apstradataju netiek
atrisinats, personai ir tiesibas vérsties datu apstrades uzraudzibas
iestadé — Datu valsts inspekcija (Blaumana iela 11/13, Riga, Latvija, e-

pasta adrese: info@dvi.gov.lv).

9. Atbildiba

Parzinis un Apstradatajs ir atbildigi par zaudéjumiem, kas datu
subjektam radusies personas datu apstrades rezultata pretéji Seit
noteiktajai kartibai, citiem noteikumiem, par kuriem vienojies Parzinis
un Apstradatajs, ka ari Regula un citos piemérojamos datu aizsardzibas
likumos paredzétajos gadijumos.

Apstradatajs ir atbildigs par datu subjektu zaudéjumiem tikai tiktal, cik
piemérojama kompensacijas izmaksas atbildiba saistiba ar Seit minéto
datu apstradi.

10.1zmainas Privatuma pazinojuma
Ja $aja Privatuma pazinojuma tiks veiktas batiskas izmainas, tas Jums
tiks pazinots.

Pédéjo reizi parskatits 2020. gada oktobrt

06paboTurKom, NoNb3YACb YKa3aHHOM B AAHHOM YBELOMIEHUU O
KOHOUAEHUMANbHOCTY KOHTAKTHOM MHbOPMaLmeit.

KoHTponép n 06paboTunk ByayT MCNOb30BaTb NPELOCTABIEHHYIO
MLOM MHGOPMALMIO ANA TOTO, YTOBbI PACCMOTPETD Kanoby u
nepecnaTh LY OTBET, KaK TO/IbKO Kanoba byaeT paccmoTpeHa.

KoHTponép 1 O6paboTunk obecneymnsatoT BbiNnoNHeHWE TpeboBaHMii
06paboTKM M 3aLUUTLI A@HHbIX B COOTBETCTBUU C HOPMATUBHBIMU
aKTaMW, OAHAKO B C/lyyae BO3PaXKeHWii, €CIM KOHKPETHbI BONPOC He
peweH ¢ KoHTponépom nnn O6paboTinKom, ML Brpase 06paTUTLCA
B HaA30pPHbIN opraH 06paboTKM AaHHbIX — [oCyAapCcTBEHHYIO
MHCNEKUMIo faHHbIX (yanua bnaymana 11/13, Pura, lateus, agpec

3/1eKTPOHHOM NoyThl: info@dvi.gov.lv).

9. OTBeTCTBEHHOCTb

KoHTponép n O6paboTumK HecyT OTBETCTBEHHOCTb 3a YBbITKY,
NOHEeCeHHble CyGbeKTOM AaHHbIX B pesy/ibTaTe 06paboTku
NepcoHanbHbIX AaHHbIX BONPEKU NOPAAKY YCTaHOBAEHHOMY
HaCTOAWMM YBeJOMIEHNEM O KOHPUAEHUMANBHOCTH, APYTMU
YCNOBUAMM COrNacoBaHHbIMU mexay KoHTponépom n O6paboTunkom,
a TakKe B C/1y4anx, NPeycMOTPEHHbIX PernameHTom v apyrumu
NPUMEHUMbIMU 3aKOHaMM MO 3aLUUTE AAHHbIX.

06paboTumK HeceT OTBETCTBEHHOCTb 3a YBbITKM CY6bEKTOB AaHHbIX
TO/NIbKO HACKO/IbKO 3TO KacaeTcA OTBETCTBEHHOCTM BbINAATUTbL
KOMMEHCALMIO KacaTeNbHO 34€eCb NPeAyCMOTPEHHOM 06paboTku
AQHHbIX.

10.U3meHeHun B YBegoMieHNE 0 KOHPUAEHUMANBHOCTU
Bbl ByeTe COOTBETCTBEHHO M3BELLEHDI, B C/ly4ae BHECEHUA
CYLLLECTBEHHbIX U3MEHEHWI B laHHOE YBeAOMAEHME O
KOHOUAEHLMANbHOCTU.

MocnenHee obHoBNeHMe BHeceHO B okTabpe 2020 roga



