Annex
Technical and Organisational Security
Measures

| Purpose of processing, categories of
data involved, categories of affected
data subjects

1. Categories of data subjects
Employees and other participants -
individuals of the Corporate User's Peero
community

2. Type of personal data

(a) Categories of personal data
Name, surname, e-mail address, position
held, department within the company,
country of location/ corporate adherence
country of the data subject

The Corporate User at its discretion may
add to the particular Peero community
individuals belonging to group of
companies/ organizations the Corporate
User represents or is part of

(b) Special categories of personal
data

Are not processed

3. Nature of the processing
Providing a feedback service (assessment
and feedback) through the Peero App to
the Corporate User as Controller and
indirectly to data subjects - individuals
added to the Peero community of the
Corporate User

4, Length of processing

Until accomplishment of each individual
task of the Corporate User, subject to the
term of validity of the Agreement

Il Technical and organizational measures

1. Physical Access Control
Physical access is controlled according to
rules of the manufacturer of the resource
used - Microsoft Azure
(https://docs.microsoft.com/en-
us/azure/security/fundamentals/physical-
security)

It shall include at least, but not limited to:

- Providing physical protection for the
technological resources on which data
are processed
Restriction of access to data
Access control key management
Choice of appropriate staff,
personnel
Provision of monitoring equipment
Providing  virtually separate
processing equipment

service

data

peero’

Pielikums
Tehniskie un organizatoriskie drosibas
pasakumi

| Apstrades meérkis, iesaistitas datu

kategorijas, ietekméto datu subjektu
kategorijas
1 Datu subjektu kategorijas

Darbinieki

un citi Korporativa lietotaja
Peero kopienas dalibnieki - fiziskas
personas
2. Personas datu veidi
(a) Personas datu kategorijas
Datu subjekta vards, uzvards, e-pasta
adrese, amats uznémuma, uznémuma
departaments, atrasanas vietas/
korporativas piederibas valsts
Korporativais lietotajs péc saviem

ieskatiem var pievienot konkrétai Peero
kopienai fiziskas personas, kuras pieder
uznémumu/organizaciju  grupai, kuras
Korporativais lietotajs parstav vai ir to dala

(b) Ipasas personu datu
kategorijas

Netiek apstradatas

3. Apstrades veids

Ar Peero lietotnes starpniecibu

atgriezeniskas saites pakalpojuma
(novértejuma un atsauksmes) sniegsana
Korporativajam lietotajam ka Parzinim un
pastarpinati Korporativa lietotaja Peero
kopienai piesaistitajiem datu subjektiem

4. Apstrades ilgums

Lidz katra atseviska Korporativa lietotaja
darba uzdevuma izpildei, ievérojot Liguma
spéka esamibas terminu

Il Tehniskie un organizatoriskie drosibas
pasakumi

1 Fiziskas pieejas kontrole

Tiek nodrosinata fiziskas pieejas kontrole

atbilstoSi izmantota resursa - Microsoft

Azure razotaja noteikumiem

(https://docs.microsoft.com/en-

us/azure/security/fundamentals/physical-

security).

Tas ietver vismaz, bet ne tikai:

- Fiziskas aizsardzibas tehnologiskajiem
resursiem, uz kuriem tiek apstradati
dati, nodrosinasanu
Pieejas tiesibu datiem ierobezosanu
Pieejas kontroles atslégu parvaldibu
Atbilstosu  darbinieku, apkalpojosa
personala izvéli
Uzraudzibas iekartu nodrosinasanu
Virtuali nodalitu datu apstrades iekartu
nodrosinasanu

MpunoxeHue
TexHU4eckue u
3alUUTHbIE Mepbl

opraHusauuoHHble

1 Lenb 06paboTKu, KaTeropum
BOB/IEYEHHbIX  AAHHbIX, KaTeropum
3aTPOHYTbIX CY6beKTOB AaHHbIX

1. KaTeropuu cy6beKToB AaHHbIX
Pa6oTHUKM M Opyrue  y4acTHUKM
coobulectBa Peero  KopropaTuBHOro

nonb3oBaTensa - pmusnyeckme nmua

2. Buabl nepcoHanbHbIX AaHHbIX
(a) Kateropumn nepcoHasbHbIX
AAHHbIX

nma, damunuma, agpec 31eKTPOHHOM
MoyThl, LOMKHOCTb B KOMMaHUK,
nenaprameHT npeanpuaTus, CcTpaHa
MEeCTOMOMOXKEHMA CTpaHa
KOpMnopaTUBHOM MPUHALATEXXHOCTH

cy6be+<Ta AaHHbIX

KopnopaTWBHbIM NOMb30BaTe b MO CBOEMY

YCMOTpEHUIO MOXeT  po6aBuTb B
KOHKpeTHoe coobLecTBo Peero
dm3myeckme  nuua,  NPUHagnexatume
rpynne npeanpusaTuin/opraHMsaumnin,

KOTOPbIX MpeacTasnaeT KoprnopaTuBHbIN
nosib30BaTesb UMM SBNSETCH X 4acTbio

(6) CneunanbHbie KaTeropumu
fMepcoHanbHbIX AaHHbIX

He o6pabaTbiBatoTcs

3. Bup 06pa6oTku
MpepnoctaBneHMe  ycnyr  MPUIOXKeHUA

Peero - o6paTHad cBA3b (OLLeHKa 1 OT3bIBbl)
- Ansg KopnopaTMBHOro nofnb3oBaTens Kak

KoHTponépa 17 onocpeacTBoBaHHO
cybbeKTam OaHHbIX npuBAeYeHHbIM
coobllectsy Peero  KopropaTuBHOro
rnonb3osaTens

4. MpoaoMKUTENbHOCTb
06paboTKn

[o BbINOMHEHUA Ka)XAOro OTAeNbHOro
3agaHua KoprnopaTMBHOIro mosib3osaTtens
npuHmMMasa BO BHMMaHWe CpOK
nencrenTenbHocTM [lorosopa

Il TexHn4yeckme w opraHM3auMOHHbIE
3allMUTHbIe Mepbl

1. KoHTponb
pocTtyna
O6ecneynBaeTca KOHTPOMb GU3NYECKOro
[OCTyna B COOTBETCTBUMW C MpaBuiamu
MCMOMb3yeMOro pecypca W3rotoBuTens -
Microsoft Azure
(https://docs.microsoft.com/en-
us/azure/security/chysical-security).

OHO BK/ItOYAET MO MEHbLUEN Mepe, HO He
TONbKO:

dunsmnyeckoro

[Onsa  TeXHOMOrMYyeckux  pPecypcoB
PU3NYeCcKon 3aWmTbl, Ha KOTopble
o6pabaTbiBatoTCS OaHHble,
obecneyeHune

OrpaHuYeHMe Npae 4OCTyNa K AaHHbIM
YnpaBneHue  KIYaMU  KOHTPONA
noctyna

COOTBETCTBYOLLMI BbIGOP NepcoHana,
obcnymBatoLLLEero nepcoHana
ObecneyeHue Haa30pHOro
o6opynoBaHus
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2. Logical Access Control
Access to the Peero App resources in
Microsoft Azure is granted according to the
“least permissive” principle and includes at
least the following security aspects:
Multi-factor authentication
requirements
Defining password security level
Auto-lock your computer
Authentication journaling details
etc.
The solutions applied by the Processor are
described in detail in the internal corporate
policies of the Processor

3. Data Access Control
The Processor provides at least the
following technical and organisational
measures:
Development of internal rules and
procedures (how data access is granted,
changed, cancelled)
The process of granting and revoking
access rights
Different access
roles)
Audit records
Disciplinary responsibility for employees
accessing data without permission
Access reports (if there are audit records)

rights (e.g, defined

4. Data loss prevention
The Processor provides at least the
following technical and organisational
measures:
Isolated application infrastructure
Encryption when transmitting data (TLS
minimum version 1.2, SSL)
Encryption for data storage facilities
Audit records
Backup copies
High availability of resources
Internet Application Firewall (WAF)

5. Segregation Control

All representatives involved in the data
processing by the Processor for
maintenance of Peero App use single
database, however the functions and
access rights of data processors are
segregated

Processor is providing procedures in
respect to storage, amendments to,
deletion, transmitting of the data for
different purposes

6. Integrity

Audit records and generation of messages
in systems to monitor activities therein -
who has performed data entry, introduced
changes or deleted data.

7. Availability control

Availability control is provided according to
Microsoft Azure rules, implementation and
compliance whereof is primarily
monitored by Microsoft Corporation
(https://docs.microsoft.com/en-
us/azure/security/fundamentals/infrastruc
ture-availability).

[ peero

2. Logiskas pieejas kontrole
Pieeja Peero lietotnes resursiem Microsoft
Azure tiek pieSkirta péc "least permissive"
principa, un ietver ne mazak ka sadus
drosibas aspektus:
Multi-faktoru autentifikacijas prasibas
Paroles drosibas limena definéjums
Datora automatiska blokésana
Autentifikacijas zurnaléSanas dati
utml.
Apstradataja piemérotie risingjumi ir
detalizéti aprakstiti Apstradataja iekséjas
korporativas politikas

3. Pieejas datiem kontrole
Apstradatajs nodroSina ne mazak ka Seit
minétos tehniskos un organizatoriskos
pasakumus:
- lek8€jo noteikumu un
izstradi (ka tiek pieskirta,
anuléta pieeja datiem)
Pieejas  tiesibu  pieskirSanas  un
anuléSanas procesu
Dazadas pieejas tiesibas (pieméram,
definétas lomas)
Auditacijas pierakstus
Disciplinaratbildibu darbiniekiem, kuri
pieklUst datiem bez atlaujas
Zinojumus par piekluvi (ja ir auditacijas
pieraksti)

proceduru
mainita,

4. Datu zuduma novérsana
Apstradatajs nodrosina vismaz $adus
tehniskos un organizatoriskos pasakumus:
I1zoletu aplikacijas infrastrukttru
Sifrésanu parsatot datus (TLS minimala
versija 12, SSL)
Sifréganu datu glabatuvem
Auditacijas pierakstus
Rezerves kopijas
Augstu resursu pieejamibu
Interneta Aplikaciju ugunsmuri (WAF)

5. Nodalisanas kontrole
Visi Apstradataja datu apstradé piesaistitie
parstavji Peero lietotnes uzturéSanai

izmanto vienotu datu bazi, tacu datu
apstrades veicéju funkcijas un pieejas
tiesibas ir nodalitas

Apstradatajs nodroSina proceddras datu
glabasanai, grozisanai, dzésanai,
parsutisanai dazadiem nolGkiem

6. Integritate
Auditacijas pieraksti un zinojumu
generédana sistémas, lai uzraudzitu

darbibas sistémas - kurs ir veicis datu
ievadisanu, izmainas vai dzésanu

7. Pieejamibas kontrole
Pieejamibas kontrole tiek nodroSinata
atbilstosi Microsoft Azure noteikumiem, ko
primari parrauga Microsoft Corporation
(https://docs.microsoft.com/en-
us/azure/security/fundamentals/infrastruc
ture-availability).
Tiek nodrosinati sekojosi
organizatoriskie pasakumu:

tehniskie un

O6ecneyeHune BMPTYaNbHO
oTaoenbHoro obopynoBaHusa ona
06pPabOTKM OaHHbIX
2. YnpasneHue norn4yeckoro
pocTyna

[ocTyn K pecypcaM npunoxeHusa Peero B
Microsoft Azure npepoctaBnseTcs Mo
npuHuuny «least permissive» 1 BKIOYaeT

He MeHee crepytoLmx acnekToB
6e30MacHoOCTU:
TpeboBaHuA MHOrodaKTOpHOM

NpPoBepPKM MOASIMHHOCTM
OnpepeneHne ypoBHSA 6e30MacHOCTU

napons
ABTOGNOKMPOBKa KOMMbloTepa
[aHHble YKypHanos NpoBepPKM

ayTeHTUPUKaALMN UTA,.
PelleHuns, NnpuMeHeHHble O6pPaboTUMKOM,
noOpo6HO  onMcaHbl B BHYTPEHHMX
KOpMNopaTMBHbIX NoNnTUKax O6paboTumrka

3. KoHTponb gocTtyna K AaHHbIM
O6paboTumk obecrnedmBaeT He MeHee
YMOMAHYTbIX  30€Cb  TeXHUYECKUX W
OpraHm3aLMOHHbIX MEPOMPUATUIA:

- Pa3paboTka BHYTPEHHUX MNpaBua Wt

npouenyp (kak npepocTasngeTcs,
M3MeHAEeTCsH, aHHyNMpyeTcs OOCTymn K
[aHHbIM)

Mpouecc npenocTaBneHus "

AHHYNMMPOBaHMA MpaB O0CTyna

PasHble npaBa fgocTyna (Hanpumep,
onpepeneHHble ponu)
AyonTauMOHHbIE 3anmcu
OvcumnnuHapHoe B3bICKaHWe
PaboOTHUKOB, KOTOpble 6e3

MOSTHOMOYMM NPOHUK K AaHHbIM
CoobleHna o gocTyne (MpwW Hannymm
ayOMUTOPCKMX 3amnmcen)

4. MNMpepoTBpawieHue
AaHHbIX
O6paboTymk obecreymBaeT Mo MeHbLUen

norepu

Mepe  cnegywolme  TeXHUYECKMe  ©

OpraHm3aLMOHHbIE MeponpPUATUS:

- V3onupoBaHHada UHPPacTPyKTypa
annankaumm

LLindpoBka MNpu mnepecbiyike OaHHbIX
(MMHMManbHaa Bepcma TLS 1.2, SSL)
LLndpoBaHme ona xpaHUanL, aHHbIX
AyOuTauMOHHbIE 3anucK

Pe3epBHble Komunmn

Bblcokas 4OCTYMHOCTb PECYpCoB

BpaHamayap BE6-MPUNOXKEHUN
(WAF)
5. KoHTponb paspeneHus
Bce npencraBuTenu NpPWBNeYeHHble

O6paboTinkoM B 06paboTke [OaHHbIX,
MCMOMb3yloT efuHyto 6a3y paHHbiX Oa4
NOAAEPXKaHUA MNpUIoXeHUsa Peero, Ho
GYHKUMM M MNpaBa [OCTyNa K OaHHbIM,
BbIMNOMHAOLNE 06paboTKy OaHHbIX,
pasfneneHsbl

O6paboTumk obecneumBaeT npoLenypbl
ON9  XpaHeHus, W3MeHeHus, yaaneHus,
nepechbINKM AaHHbIX ANA Pa3NnNYHbIX Lienemn

6. LlenocTHOCTb

AyOUTaUMOHHbIe 3anmcu "
dopMUpoOBaHME OTUETOB B CUCTEMaxX ANs
oTCNeXxmnBaHWa OeNCTBUIN B HUX - KTO BBES
[aHHble, BHEC W3MEHeHWUa UNu yaanun
NaHHble

7. KoHTponb fgocTynHocTU
KOHTPOAb AOCTYMHOCTU OCYLLLECTBASETCS B
COOTBETCTBUU C nNpaBunamu  Microsoft
Azure, peanusauma W cobniopeHue
KOTOPbIX B rnepeyto ouepenb
KOHTpONupyeTca Kopnopauuen Microsoft
(https://docs.microsoft.com/en-
us/azure/security/fundamentals/infrastruc
ture-availability).
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The following technical and organisational
measures are provided:

Backup copies

High accessibility

8. Performed tests of the system
A penetration testing was performed for
the Peero App, which also included top 10
OWASP vulnerability exploits. This testing
was performed by a certified person who
did not participate in the product
development.

11l Approved Sub-Processors

A list of Approved Sub-Processors is
available on site
PEERO DATA SUBPROCESSORS (EN)

Latest updates introduced in January 2023

(> peero

Rezerves kopijas
Augsta pieejamiba

8. Veiktie sistémas testi

Peero lietotnei ir veikta ielausanas
testéSana, kura taja skaita tika ieklauta top
10 OWASP ievainojamibas parbaudes. So
testéSanu ir veikusi sertificéta persona,
kura nepiedalijas produkta izstrade.

Il Apaksapstradataji

ApakSapstradataju saraksts ir
vietne
PEERO DATU APAKSAPSTRADATAJI (LV)

pieejams

O6eCHGQGHHHCﬂeﬂyKﬂuMeTeXHMQGCKMeM
OopraHmn3aumnMoHHble MepOonpPUATnNA
Pe3epBHble KoMunn
Bblicokasa [ocTynHoOCTb

8. TpoBeaeHHble TeCTbl CUCTEMbI

MpunoskeHne Peero 6bl10 MOABEPTHYTO
TECTUPOBAHUIO Ha BTOPXKEHUE, KoTopoe
TaKXKe BK/OYaNo TecT Ha yAa3BUMOCTb

OWASP Tom 10  3KcnnomToB.  3ITO
TecTMpoBaHue 6b1510 BbIMO/IHEHO
cepTUGNLMPOBAHHbBIM NNLOM, He

y4acTBOBaBLUUM B pa3paboTKe NpomyKTa.

11l Cy606pa6oTumnkmn

Cnncok cybo6paboTynMKoB [[OCTyrNeH Ha
Beb6-camnTe
CYBEOBPABOTYMKM  OAHHDBIX PEERO

Pédéjo reizi parskatits 2023. gada janvari

(RU)

MNocnegoHee o6GHOBNEHWe
aHBape 2023 roga

BHeCeHO B
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